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Abstract

The BB84 protocol was the first quantum cryptography method to distribute a secret key using polarized photons. Decoherence is inevitable in any practical
implementation of quantum key distribution schemes. In this project, we are studying theoretically the effect of controlling decoherence in the security of the BB84
protocol under the entangling-probe attack and developing an experimental implementation to study this phenomenon.
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Conclusions

Theoretically, we found that the use of the double decoherence control scheme
in the BB84 protocol reduces the amount of information an eavesdropper can
obtain in the entangling-probe attack. Experimentally, we are developing a
setup to study how decoherence control affects the security of the BB84 pro-
tocol under the entangling-probe attack.
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